
ATTACHMENT F – DETAILED FUNCTIONAL REQUIREMENTS

These requirements where developed by the District’s FOIA “ASAP” Design Team, which is made up of District FOIA Officers, Stakeholders, and Technologist.  Based on the District’s FOIA Design Teams Market Review of products on in the market, and after reviewing the business processes across the District Agencies, the Design Team has developed the following mandatory and desired detailed requirements.  The District provides this information in order that the Bidder understands what is intended for the “to be” business process.  However, the District is open to innovative or alternative approaches to its FOIA business process as long as it follows within the District Freedom of Information Law.  We invite Bidders to use their knowledge and experience in providing FOIA solutions in other jurisdictions, and provide specific comments if they believe that there is another way to manage the business process to accomplish the mandates in the District Regulations. Bidders shall fill out the detailed requirements matrix below.  

Each requirement is labeled as Required or Optional (R/O).  For the column marked Response, please label your response based on the following legend.  Please add additional details or comments in the Comment column, particularly if there is a suggestion of another way to achieve this requirement, or if you are suggesting an alternative or innovative way of addressing the District’s proposed detailed requirement.  For any Response code 3 or 4, please indicate the Level of Effort in the Comments section using the codes supplied below.

	Code
	Response
	Description

	0
	Not Feasible
	The requirement cannot be met by the Software Product, a 3rd party product is not available, and modification with vendor tools/custom programming is not recommended.

	1
	3rd Party Product Recommended
	The requirement cannot be met satisfactorily by the software product, but a 3rd party product is available that can meet the requirement. Specify product in the Explanation column.  Also indicate if an interface or API exists between the two products.

	2
	Targeted in Future Release
	The requirement cannot be met in the current release, but is under development for a future release of the Software Package within 12 months. Specify the release number and planned release date in the Explanations column.

	3
	New Functionality Using Vendor Supplied Tools/ Custom Programming
	Modifications required to meet this requirement involve development of new functionality using vendor supplied or other programming tools. Indicate in the Comments column if such modifications would involve changes to any product source code and/or impact implementation, software upgrades, releases or builds or software maintenance.

	4
	Customization to Existing Objects Using Vendor Tools
	Modification to existing objects (screens, tables, etc.) using vendor supplied tools is required to meet this requirement.  Indicate in the Comments column whether these modifications would include: addition of fields to existing screens and tables, changing field definitions/names, entering or attaching program logic to existing objects.  Indicate if such modifications would involve changes to any product source code and/or impact implementation, software upgrades, releases or builds or software maintenance.

	5
	No Modification Required/ Table Driven Set-up
	No modifications, customizations, or enhancements are required for the delivered software package to meet this requirement.  Table values or other configuration set-up may be required.  

	
	
	
	
	
	
	
	

	Level of Effort (LOE) Response Codes
	
	
	
	

	
	
	
	
	
	
	
	

	Code
	Description

	1
	One week or less of effort

	2
	One to two weeks of effort

	3
	Two to three weeks of effort

	4
	Three to four weeks of effort

	5
	Five or more weeks of effort

	
	
	
	
	
	
	
	

	LOE Response assumes a single, full time equivalent technical resource with appropriate skills and experience.
	

	Weeks are calculated from date of award.
	
	
	
	


	Req #
	Requirement
	R/O
	Response

 
	Comments/Suggestions/Innovations

	1. 
	The proposed solution shall incorporate FileNet as the repository for all documents generated or collected by the FOIA process.
	R
	
	

	2. 
	There shall be a scan mechanism to scan paper documents into the proposed solution, either by production scanners or multifunction copier (The District FOIA Officers have a variety of scanners as noted in Attachment F, and the District is seeking a vendor solution which will allow the District to continue using all or some or all of the scanning equipment that is spread across the 60 agencies).
	R
	
	

	3. 
	There shall be a barcoded cover sheet or barcoded label generated to facilitate the indexing process for scanned paper (or the vendor may suggest any other approach that achieves the same objectives).
	R
	
	

	4. 
	The solution shall be able to accept a FOIA request directly from a portal using an electronic form.
	R
	
	

	5. 
	The portal request function shall allow the public to choose up to three agencies that they can direct their request, and be able to select them from a drop down menu.
	R
	
	

	6. 
	If the request is received by the FOIA Officer or their designee in a method other than via the portal, the request must be able to be attached i.e., a digital copy of the e-mail, fax, letter and associated with the FOIA request number.
	R
	
	

	7. 
	A tracking ID number is assigned to the search request.
	R
	
	

	8. 
	Upon receipt of a FOIA request, the system initiates the terms of the request into the system (including the identity of the requester).
	R
	
	

	9. 
	A notice of the request terms, the requester and the tracking number is delivered to the agency’s Second Level Reviewer and to the Office of Attorney General’s FOIA Officer.
	R
	
	

	10. 
	Members of the public may enter their search request directly into a public portal. (The District’s standard portal product is Vignette)
	R
	
	

	11. 
	Members of the public may have access to a mechanism by which they can track the progress of their request through the assigned tracking number.
	R
	
	

	12. 
	A letter will be automatically generated to the requestor indicating if the request has been accepted, the estimated cost, and other pertinent information.  The FOIA Officer will review automatically generated letter for modifications and then activate the automatic generation of an Email, with the option for the letter to be sent to a printer or faxed.
	R
	
	

	13. 
	Based on the terms of the received request, the FOIA Officer initiates both an electronic search for potentially responsive e-mails (either through OCTO’s current Web-based FOIA search process or through any successor to OCTO’s current process) and a manual search for potentially responsive non-e-mail documents (both in electronic and non-electronic form).
	R
	
	

	14. 
	Potentially responsive Emails identified by OCTO pursuant to OCTO’s ESR search process (Attachment E) will be transferred to/imported into the proposed solution and associated with the tracking number assigned when the request was first entered into the FOIA automated system.
	R
	
	

	15. 
	Potentially responsive non-e-mail documents identified by the agency FOIA Officer will be scanned or imported by the agency FOIA Officer.
	R
	
	

	16. 
	Scanned images or other objects that are currently in FileNet shall be tagged or imported into the FOIA solution.
	O
	
	

	17. 
	Accommodations will be made for non-document records such as video, sound, and photos.
	O
	
	

	18. 
	The agency FOIA Officer will review the potentially responsive documents through the solution interface.
	R
	
	

	19. 
	The agency FOIA Officer will redact legally privileged or exempted material from documents.
	R
	
	

	20. 
	When redactions are placed upon the documents, they will be transparent so that the material being redacted can be read by reviewers; each redaction will include the statutory basis for the redaction
	R
	
	

	21. 
	There shall be a mechanism to select from a list of codes representing the redaction reason
	R
	
	

	22. 
	There shall be an administrative function to allow the addition or removal of redaction reasons to the drop down list that is available for selection at time of redaction or during review.
	R
	
	

	23. 
	There shall be a feature to designate the location of redaction reasons on the redacted document.
	R
	
	

	24. 
	The system shall support the configuration of redaction color, border, and type.
	R
	
	

	25. 
	The system shall support redaction of various shapes to address an item or phrase that needs to be redacted that is not rectangular, e.g., such as polygon
	R
	
	

	26. 
	Upon final approval of the documents for release, the redactions shall be “burned in” to produce a new TIFF image. The basis for the redaction shall be tracked by the system to provide cumulative information for reporting purposes (to include the FOIA exemption and underlying statutory exemption).
	R
	
	

	27. 
	A copy of both the original un-redacted and the redacted document will be maintained within the system, with separate access controls.
	R
	
	

	28. 
	The agency FOIA Officer will categorize documents into at least four sub categories; one for document to be provided to the requestor in full, a second for documents to be withheld in whole, a third for document withheld in part and produced in part (redacted), and a fourth for documents found non-responsive to the request.  There will be a mechanism for identifying under what statutory exemption the document is to be withheld.
	R
	
	

	29. 
	The agency FOIA Officer will be able to re-categorize documents found to be nonresponsive as the request moves through it’s workflow.
	R
	
	

	30. 
	Following the agency FOIA Officer’s review of the potentially responsive documents the agency FOIA Officer will forward the FOIA package to the agency Second Level Reviewer for review and approval.
	R
	
	

	31. 
	The approval workflow shall be configurable without custom programming, so that the approval steps can be changed if necessary.
	R
	
	

	32. 
	The agency Second Level Reviewer will review and approve the FOIA package for release.  The agency Second Level Reviewer may make edits to the package or send it back to the originator with comments.
	R
	
	

	33. 
	The system should be able to track a timeframe other than the mandatory or the extension in cases where the requestor allows more time.
	R
	
	

	34. 
	The system shall generate an extension letter if additional time is needed to provide a response.
	R
	
	

	35. 
	The system will generate a response cover letter to accompany the responsive documents to be provided to the requester.
	R
	
	

	36. 
	The letter should be able to include language that fees have been waived and the ability to track the amount of fees that have been waived for the annual report
	R
	
	

	37. 
	There shall be an administrative function to allow new form letters to be   added or changed.
	R
	
	

	38. 
	Approved documents will be made available to the requester in electronic form as PDFs, along with a copy of the cover letter.
	R
	
	

	39. 
	In instances where the requester is not able to accept the documents in electronic form, the agency FOIA Officer may also be able to print out hard copies of the released documents.
	R
	
	

	40. 
	In instances approved by the agency Second Level Reviewer electronic copies of the approved documents will also be made available on the agency’s Website or on the District’s FOIA Website (at the Choice of the District) to be entitled “Public FOIA Responses.”
	R
	
	

	41. 
	The documents placed on the “Public FOIA” Web page will be searchable.
	R
	
	

	42. 
	Electronic copies of the full lifecycle of FOIA documents will be securely maintained within the system, including the request form, all released documents, the original documents, and those not found relevant to the FOIA request.
	R
	
	

	43. 
	The system shall have an administrative interface to configure fees for FOIA services.
	R
	
	

	44. 
	The system shall support a process to calculate fees for each FOIA request.
	R
	
	

	45. 
	The system will generate the following information for reporting: (1) the total number of hours agency employees spent responding to the FOIA request, (2) an estimation of the cost to the District of responding to the request, (3) the fees charged the requester (if any), and (4) a summary of the disposition of the request (“granted in whole,” “granted in part, denied in part,” “denied in whole,” “withdrawn,” or “referred or forwarded to other public bodies”).
	R
	
	

	46. 
	An alert will be sent to the agency Second Level Reviewer and the OAG FOIA Officer that the request, identified by its tracking number, has been resolved.  The alert shall include the final disposition.
	R
	
	

	47. 
	Agency Second Level Reviewers will have the opportunity to generate reports listing by tracking number, by date of receipt, or by requester, all FOIA requests being responded to or being processed by their own agency.  The reports shall include the following information:  tracking number, date of receipt, description of the request, the search terms used, the date when the responsive documents were presented to the agency Second Level Reviewer for approval, what statutory exemptions were invoked (if any), the total number of hours agency employees spent responding to the FOIA request, an estimation of the cost to the District of responding to the request, the fees charged the requester (if any), a summary of the disposition of the request (“granted in whole,” “granted in part, denied in part,” “denied in whole,” “withdrawn,” or “referred or forwarded to other public bodies”), the number of days taken to respond , and the date when the responsive documents were made available to the requester.
	R
	
	

	48. 
	The OAG FOIA Officer and other specifically approved individuals will be able to generate reports for all agencies covered by the new system.
	R
	
	

	49. 
	Members of the public will have the opportunity to generate a report listing (by tracking number) the status of the request(s) they have submitted (and only the request(s) they have submitted).  The report will include the following information:  the tracking number, date of receipt, description of the request, the date the documents were presented to the agency Second Level Reviewer for approval, and the date the responsive document were made available to the requester.
	R
	
	

	50. 
	The new system will keep track of the business days either from when the agency FOIA Officer inputs the description of the request and receives a tracking number or, if a member of the public has input the request, from when the agency FOIA Officer acknowledges receipt of that tracking number, to when the responsive and non-privileged documents have been made available to the requester.
	R
	
	

	51. 
	If a 10 business day extension is invoked, the system will generate a standard letter or e-mail.
	R
	
	

	52. 
	The system shall provide 3 Time clocks, time that it was received by the agency, the time received by the FOIA officer (when they open it or a task/action taken), and when the request is perfected (if it is not clear and there needs to be a discussion with the stakeholders).
	R
	
	

	53. 
	The system shall to include is the ability for the FOIA Officer (with the approval of the agency reviewer) to place a “hold” on the response time clock for FOIA responses.  This is required when a FOIA Officer asks a requester for additional information and is waiting on the requester’s response—time that shall not be count against the agency’s response deadline.
	R
	
	

	54. 
	Reminder alerts prior to the 15 business day statutory deadline and again prior to the 25 business day extended statutory deadline (if a ten business day extension is invoked) will be sent to the agency FOIA Officer.
	R
	
	

	55. 
	The solution shall have the ability to accept payment for fees via credit card or ACH debit online.
	O
	
	

	56. 
	The solution shall work with either Linux or Windows Operating Systems
	R
	
	

	57. 
	System response time must average less than 5 seconds (Vendor shall provide estimated response time of proposed solution)
	R
	
	

	58. 
	A Voice Response feature is to be used to provide access to users without computers – to make a FOIA request and to receive status updates.
	O
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