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Design Configuration 

The technical solution must provide a Locking System for the access control and 

monitoring of the data cabinets.  The basic components of the system consist of door 

locking hardware. This solution must provide a visual indication of active or inactive 

status. A basic diagram, found on the internet of a similar system is below.  

 

 
 

Note: A trigger device will not be used in the proposed system. Access will be gain via a 

Card Reader at the end of each cabinet row. User will be programmed into the system to 

have access rights to only those cabinets they need to have access to.   

The locking system alone will not provide the needed operational functions for a 

complete functioning system and is always used in conjunction with an Access Control 

System.  The Access Controller solution is required to provide a seamless video platform 

proposed for the project. This will allow the user to make administrative changes to the 

ACS as well as view video all on one system. The last component of the complete system 

is the Video Surveillance System. High resolution IP cameras will be placed in strategic 

locations in order to provide a field of view of any technical or other persons gaining 

access to the cabinets. Additional cameras are required to view the entry/exit door of the 

data center. This will provide coverage of anyone entering or exiting the room.  Viewing 
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live and recorded video can be done via the S2 management GUI and does not require 

accessing two different management systems.  Live video and/or DVR can be viewed via 

anywhere on the Internet. 

 

 

 

 

The drawing included below shows the racks and rack space needed for our proposed 

configuration. 
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The cabinets to be secured have a front full door and split rear doors. 

 

 

System Operation 

 The sequence of operation for the proposed system is as follows: 

1. User presents his/her access card to card reader at the end of the given row where 

he/she desires access.  OCTO cards that data center personnel currently have will 

be the card of choice to be programmed. 

2. User is authorized to access various cabinets based on the pre-programming of 

his/her card.  

3. User will see blinking green lights on the Swing-Handle lock on those cabinets 

that have been triggered to allow access based on their user rights of their card.  

4. The rights can/will be allowed for both front door and rear door. If a user is in the 

front of the cabinet and wants to access the rear door, they simply present their 



SPECIFICATIONS 

 

441 4th Street, NW, Suite 930 South, Washington, DC 20001 Phone (202) 727-2277 Fax: (202) 727-6857 

card again at the reader and if allowed access via the programming, the rear door 

will be activated.  

5. Note: the activation duration time is programmable.  

The system will also monitor doors for a left open status through the Access Control 

System.  System will provide a visual alarm on the monitor if a particular door is left 

open and will notify all appropriate personnel as an alarm. 


