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Questions for Solicitation Number: DCTO-2009-R-4242
Firewall Security Engineers

1. Will the contractors be required to work on-site?

Yes, contractors are required to work on-site at 441 4th St NW Suite 1040S.
2. What version of the CISCO PIX firewall is currently in place?

Cisco PIX 501, 515 and 525 also we have Cisco ASA series firewalls

3. Is there an incumbent for these positions?

Yes. The vendor is Advanced Integrated Technology Corporation (AITC).

4. Section B, paragraph B.3.1, page 2, shows a total of 2,000 hours each for the base
period and the option periods. Section F, paragraph F.1, page 5, states that each period,
the base and both options, only have a total of 1000 hours each. Which is correct?

(2) positions — each candidate will have 1000 labor hours for the base period, 1000
labor hours each for the option renewals

5. Sections D, E, and | reference the District of Columbia’s “Standard Contract
Provisions for use with Supplies and Services Contracts, dated November 2004.” The
current “Standard Contract Provisions for use with Supplies and Services Contracts”
posted on the OCP website is dated March 2007. Which version do you wish us to use
for this solicitation?

March 2007

1. If the answer to question 1 above is that each period contains 2000 hours, can one
candidate be considered to fill both CLINS? If so, could this allow for a full-time
position as opposed to two part-time positions? Or, is your intent to have two
part-time positions?

The intent is (2) two full time positions for 1000 hours base period; 1000
labor hours for each position in the option renewals.

2. Section C, paragraph C.1, page 3, lists key activities for the positions. Please see
the questions below relating to these activities.



“Lead the advanced technical support on network firewall management
projects and related security infrastructure.” Does this mean that the
Firewall Security Engineers will have people reporting to them? DC
employees?

No one will be reporting to Firewall Security Engineer

“Perform routine day-to-day management of assigned security devices in
accordance with established procedures and requirements.”
e Can these tasks be accomplished via VPN/remotely or does this
person(s) have to be onsite each day?
Core hours between 8:30 -17:30 M-F resource required to be
Onsite
e If your intent is to have two individuals on a part-time basis, will
they share/overlap in their day-to-day duties?

No

o Will there be a senior to the second consultant/contractor?
Yes

e How will their work be split up to insure they will not overlap the
tasks?

FTE managers responsible for tasking each resource

o Will this be split shift work? Weekends? Flex time for each
consultant?
No split or shift work



