1. Contract Number Page of Pages

AMENDMENT OF SOLICITATION / MODIFICATION OF CONTRACT | DCKA-2015-R-0051 1 | 4

2. Amendment/Modification Number | 3. Effective Date 4. Requisition/Purchase Request No. 5. Solicitation Caption
Cyber Security
Assessment

Amd 10 See 16C

6. Issued by: Code | 7. Administered by (If other than line 6)

District Department of Transportation District Department of Transportation

OCP TOA

55 M Street, SE Suite 700 55 M Street, SE 6" floor

Washington, DC 20003 Washington, DC

8. Name and Address of Contractor (No. street, city, county, state and zip code}) 9A. Amendment of Solicitation No.

X DCKA-2014-B-0051

9B. Dated (See ltem 11)
8/14/2015

10A. Modification of Contractor/Order No.

10B. Dated (See Item 13)

Code | | Facility |

11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS

&The above numbered solicitation is amended as set forth in item 14. The hour and date specified for receipt of Offers |:| is extended. Dis not extended.
Offers must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended, by one of the following methods:

(a) By completing ltems 8 and 15, and returning 1 copies of the amendment: (b) By acknowledging receipt of this amendment on each copy of the
offer submitted; or (c) BY separate letter or fax which includes a reference to the solicitation and amendment number. FAILURE OF YOUR ACKNOWLEDGMENT
TO BE RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN
REJECTION OF YOUR OFFER. If by virtue of this amendment you desire to change an offer already submitted, such may be made by letter or fax, provided each
letter or telegram makes reference to the solicitation and this amendment, and is received prior to the opening hour and date specified.

12. Accounting and Appropriation Data (If Required):

13. THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRACTORS/ORDERS,
IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14

A. This change order is issued pursuant to (Specify Authority):
The changes set forth in ltem 14 are made in the contract/order no. in item 10A.

B. The above numbered contract/order is modified to reflect the administrative changes (such as changes in paying office, appropriation data
etc.) set forth in item 14, pursuant to the authority of 27 DCMR, Chapter 36, Section 3601.2.

C. This supplemental agreement is entered into pursuant to authority of:

D. Other (Specify type of modification and authority)
Adding additional scope and increasing the amount of the original contract

E. IMPORTANT: Contractor ] isnot [X is required to sign this document and return _1_copies to the issuing office.

14. Description of Amendment/Modification (Organized by UCF Section headings, including solicitation/contract subject matter where feasible.)

Solicitation No.: DCKA-2015-R-0051 is hereby amended:
REVISED SOLICITATION:

1. Responses for submitted questions. (attachment #1)

2. Replacement Page 9RR. (attachment #2)

3. Respondents that have submitted proposals may let the submission stand OR resubmit their proposals in
accordance with the revised/clarified solicitation and the responses in this amendment.

4. All final proposal submissions will be due December 30, 2015 by 2:00PM.

Except as provided herein, all terms and conditions of the document referenced in item (9A or 10A) remain unchanged and in full force and effect.
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ATTACHMENT # 2



C.3

c4

C5

DCKA-2015-R-0051

An institution responsible for developing standards and guidelines, including
minimum requirements, for providing adequate information security for all
agency operations and assets.

E. ISO/IEC 27001:2013 : International Organization for Standardization
International Electrotechnical Commission
An information security standard published 25 September 2013.

F. ITS: Intelligent Transportation Systems
STANDARDS

The Contractor shall ensure that all work is legally defensible and in full compliance with
the applicable standards, including for example. Recommended standards:

a. NIST Cyber security framework

b. ISO/IEC 27001:2013

CONFLICTS OF INTEREST

Due to potential conflicts, ANY participants on this project, Cyber Security
Assessment, will be precluded from participating in a future Cyber Security
System Project RFP for the District of Columbia.

SUBCONTRACTED WORK

The Contractor shall not issue any of the Contractor’s work to any Subcontractor without
the prior written consent of the Contracting Officer. Any work so subcontracted shall be
performed pursuant to a Subcontract agreement, which the District will have the right to
review and approve prior to its execution by the Contractor. Any such Subcontract
agreement shall specify that the Contractor and the Subcontractor be subject to every
provision of this Contract. Notwithstanding any such Subcontract approved by the
District, the Contractor shall remain liable to the District for all work. Copies of
subcontracts shall be made available for review at any time by representatives of the
FHWA.

9RR



